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« https://azure.microsoft.com/ja-jp/blog/azure-ddos-protection-2021-q3-and-q4-ddos-attack-trends/
« https://aws.amazon.com/jp/blogs/news/aws-shield-threat-landscape-report-now-available/
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Hi88 : ZDNet Japan
https://japan.zdnet.com/article/35189024/
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1 6379/TCP (redis) 1
2 23/TCP (telnet) 2
3 123/UDP (ntp) 6
4 22/TCP (ssh) 3
5 445/TCP (microsoft-ds) 4
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https://www.jpcert.or.jp/tsubame/report/report202201-03.html
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Hi88 : Comcast Business 2021 DDoS Threat Report: DDoS Becomes a Bigger Priority as Multi-
vector Attacks are on the Rise (2022%48)

https://business.comcast.com/about-us/press-releases/2022/2021-ddos-threat-report-ddos-
becomes-a-bigger-priority-as-multi-vector-attacks-are-on-the-rise
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https://www.al0networks.com/resources/reports/2022-ddos-threat-report/
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https://www.al0networks.com/resources/reports/2022-ddos-threat-report/
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(enhanced Mobile Broadband: eMBB)
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(Ultra-Reliable and Low Latency
Communications: URLLC)
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Massive IoT

(massive Machine Type
Communication: mMTC)
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ACQOS (Advanced Core Operating System)
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Security Policy Engine (SPE)
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Blackholing / RTBH
Destination rate limit/ traffic shaping
IP reputation/Geo-based blacklist
IPS signature-based filter
Per-SRC rate limit/ traffic shaping

L4-7 behavioral policy violation with
rate limit

L4-7 behavioral policy violation with
SRC blacklist

Automatic attack pattern recognition
Application malformed request check
Advance L7 challenge authentication
L4 source (SRC) authentication
Protocol misuse & anomaly check
Block/rate limit amplification attacks
Packet anomaly check
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