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OWASP Top 10 fo LLM Applications Version 2025 (November 17, 2024)
https://genai.owasp.org/resource/owasp-top-10-for-lim-applications-2025/
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OWASP Top 10 for LLM Applications Version 2025

LLMO01:2025
LLM02:2025
LLM03:2025
LLM04:2025
LLM05:2025
LLM06:2025
LLMO7:2025
LLMO08:2025
LLM09:2025
LLM10:2025

Prompt Injection (ZO>T 1>z 0>3>)

Sensitive Information Disclosure (#42X[EEHROFEEE)

Supply Chain (WJSA4FT—2)

Data and Model Poisoning (—4ET)LD;54)

Improper Output Handling (ASEY)RHE DUIE)

Excessive Agency GBRIIXT—>1>3—)

System Prompt Leakage (2 XFAT0O> T bDiFR)

Vector and Embedding Weaknesses (Vector &185AMDAESS )
Misinformation (RIEME/RIEER)

Unbounded Consumption (ZEHIR/HE)
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